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ABSTRACT

A recent conjecture in cyber-insurance research states that
for compulsory monopolistic insurance scenarios, charging
fines and rebates on fair premiums will incentivize network
users to invest in self-defense investments, thereby making
cyber-space more robust. Assuming the validity of the con-
jecture in this paper, we adopt a topological perspective in
proposing a mechanism that accounts for (i) the positive ex-
ternalities posed (through self-defense investments) by net-
work users on their peers, and (ii) network location (based
on centrality measures) of users, and provides an appro-
priate way to proportionally allocate fines/rebates on user
premiums. We mathematically justify (via a game-theoretic
analysis) that optimal fine/rebates per user should be allo-
cated in proportion to the Bonacich or eigenvector centrality
value of the user.
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1. INTRODUCTION

The cyberspace’ has become a fundamental and an inte-
gral part of our daily lives. Billions of people nowadays are
using the Internet and other computer networks for various
types of applications. However, all these applications are
running on networks, that were built under assumptions,
some of which are no longer valid for today’s applications,
e,g., that all users on a given network can be trusted and
that there are no malicious elements propagating in it. On
the contrary, the infrastructure, the users, and the services
offered on computer networks today are all subject to a
wide variety of risks. These risks include distributed de-
nial of service attacks, intrusions of various kinds, eaves-
dropping, hacking, phishing, worms, viruses, spams, etc. In
order to counter the threats posed by the risks, network
users” have traditionally resorted to antivirus and anti-spam
softwares, firewalls, intrusion-detection systems (IDSs), and
other add-ons to reduce the likelihood of being affected by
threats. In practice, a large industry (companies like Syman-
tec, McAfee, etc.) as well as considerable research efforts are
currently centered around developing and deploying tools
and techniques to detect threats and anomalies in order to
protect the cyber infrastructure and its users from the neg-
ative impact of the anomalies.

Tt is the electronic medium of computer networks, via which
online communication takes place.

2The term ‘users’ may refer to both, individuals and orga-
nizations.
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In the past one and half decade, risk protection tech-
niques from a variety of computer science fields such as cryp-
tography, hardware engineering, and software engineering
have continually made improvements. Inspite of such im-
provements, it is impossible to achieve a perfect /near-perfect
cyber-security protection [7]. The impossibility arises pri-
marily due to the following seven reasons: (i) non-existence
of sound technical solutions, (ii) varied intentions behind
network attacks, (iii) misaligned incentives between network
users, security product vendors, and regulatory authorities,
(iv) externalities and the free-riding problem, (v) customer
lock-in and first mover effects of vulnerable security prod-
ucts, (vi) difficulty to measure risks, and (vii) the problem
of a lemons market [1]. In view of the above mentioned
inevitable barriers to 100% risk mitigation, the need arises
for alternative methods of risk management in cyberspace.
Anderson and Moore [2] state that microeconomics, game
theory, psychology, social sciences, and law will play as vital
a role in effective risk management in the modern and fu-
ture cyberspace, as did the mathematics of cryptography a
quarter century ago. In this regard, security researchers in
the recent past have identified cyber-insurance as a potential
tool for effective risk management.

Cyber-insurance is a technique via which network user
risks are transferred to an insurance company (e.g., ISP,
cloud provider.), in return for a fee, i.e., the insurance pre-
mium. Proponents of cyber-insurance believe that in the
long run®, cyber-insurers would have a better estimate of
risk values by covering different types of risks and this in
turn would entail the design of insurance contracts that
would shift appropriate amounts of self-defense? liability
on the clients, thereby making the cyberspace more robust.
The concept of cyber-insurance is also growing in impor-
tance for the following three reasons [8]: 1) ideally, cyber-
insurance increases network user safety because the insured
increases self-defense as a rational response to the increase
in insurance premium, 2) in the IT industry, the mindset
of ‘absolute protection’ is slowly changing with the realiza-
tion that absolute security is impossible and too expensive
to even approach, while adequate security is good enough
to enable normal functions - the rest of the risk that can-
not be mitigated can be transferred to a third party, and
3) cyber-insurance will lead to a market solution that will

3A certain amount of time, not necessarily large.
4Self-defense implies the efforts by a network user to secure
his system through technical solutions such as anti-virus and
anti-spam softwares, firewalls, using secure operating sys-
tems, etc.,
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be aligned with economic incentives of cyber-insurers, users
(individuals/organizations), and security software vendors,
i.e., the cyber-insurers will earn profit from appropriately
pricing premiums, network users will seek to hedge poten-
tial losses, and the software vendors could go ahead with
their first-mover and lock-in strategies.

Research Motivation and Contribution: A vital aspect
of designing optimal cyber-insurance contracts for heteroge-
nous network users is to set appropriate premiums based on
the user risk type® [4]. In a recent work [7], Lelarge and
Bolot qualitatively state that for compulsory® monopolis-
tic cyber-insurance environments, a cyber-insurer could in-
centivize risk-averse network users into making self-defense
investments by charging fines atop fair premiums to high
risk users, and providing rebates on fair premiums to low
risk users. In this paper we take a quantitative approach
to address the problem of appropriate premium modulation
based on user risk type.

We adopt a topological perspective in proposing a mech-
anism that accounts for (i) the positive externalities posed
(through self-defense investments) by network users on their
peers, and (ii) network location (based on centrality mea-
sures) of users, and provides an appropriate way to propor-
tionally allocate fines/rebates on user premiums. We state
and mathematically justify (via a game-theoretic analysis)
that optimal fine/rebates per user should be allocated in
proportion to the Bonacich or eigenvector centrality value
of the user.

2. SYSTEM MODEL

We consider a monopolistic cyber-insurer providing full
coverage in a compulsory insurance setting. Each client
(network user) is risk-averse and invests in self-defense mech-
anisms to a certain extent. The amount that a user invests
contributes to his probability of facing a loss due to cyber-
threats. A user’s investment amount, in addition to his loca-
tion in a communication network, determines his risk type.
Each user also possess a Von Neumann-Morgenstern utility
function u(-) that is twice continuously differentiable, and is
a function of the self-defense investments of all users in the
network. We assume that the cyber-insurer charges fines
atop fair premiums to high risk users and provides rebates
to low risk users. Each user is a part of a static commu-
nication network N of n nodes. The edges (links) of the
network are assumed to have weights [;; denoting the ex-
ternality effect of node j’s investments on node i. Network
N is characterized by the weighted n x n matrix L with
non-negative entries l;;. We assume here that L is a column
stochastic matrix, i.e.,Y . li; = 1, Vj, with l;; = 0 for all 4.
In this paper we will deal with centrality aspects of a com-
munication network when relating network topology effects
with fine/rebate allocation. Node centrality is a standard
graph theoretic measure to evaluate the relative importance
a node has on the overall graph /network. In this work, node
centrality maps to the externality effects a node has on other
network nodes. For the purposes of analysis, we adopt the
eigenvector [3] and Bonacich [5] centrality measures in this

A user is generally either of a high risk type or a low risk
type, depending on the amount of risk he faces from cyber-
threats.
SCompulsory cyber-insurance is necessary for an insurance
ma[rke]t to exist. This fact has been stated in [7] and proven
in [10].

paper, which are popular centrality standards in graph the-
ory. Both these measures assign relative importance scores
to all nodes in a network based on the concept that connec-
tions to high-scoring nodes contribute more to the score of
the node in question than equal connections to low-scoring
nodes, which is ideally the case when we consider externality
effects due to self-defense investments made by a user in a
certain network location.

3. MECHANISM ANDITS JUSTIFICATION

In this section, we propose a mechanism that helps a mo-
nopolistic cyber-insurer to proportionally allocate fines or
rebates on user premiums based on the users’ location in
a communication network. First, we define our mechanism
statement. We then provide a theoretical justification of our
mechanism being appropriate, via an investment game anal-
ysis.

Mechanism: Charge fines atop high risk user premiums
and provide rebates on low risk user premiums, in propor-
tion to the Bonacich/eigenvector centrality of the users in a
given communication network.

Mechanism Justification: We define the following non
co-operative investment game played by the users in a net-
work - Each user ¢ invests an amount z; > 0 in self-defense
investments. He intends to maximize his own utility, which
is expressed via the following optimization problem.

argmazq, wi(Ty, ...... ,Tn) = Ty — %cx? + ’Yzlijl’ixj.
J#i
Here ¢ > 0 is a marginal cost parameter and ~ is a invest-
ment spillover parameter. The interpretation of the util-
ity function for each user is a combination of three things.
First, we have a linear own-effort effect, which we normal-
ize to have a unity coefficient. Second there is a convex
cost in own effort introduced by the quadratic second term
and parameterized by c. We assume that each user has
the same marginal cost of effort. Finally, there are network
complementarities. Each user j # ¢ through his self-defense
investments presents an externality effect of l;; on user 3.
The benefit ¢ receives from j is increasing in z; and z;, and
his total benefit is v3° ., lijziz;. The marginal benefit to
i of investing in self—defzense is increasing in the investment
level of other users connected to him via the communica-
tion network. The latter statement makes perfect sense un-
der compulsory insurance environments as they incentivize
user self-defense investments. We have the following theo-
rem characterizing the Nash equilibrium of the game. We
omit the proof of the theorem due to lack of space.
Theorem 1. The investment game has a unique Nash equi-
librium if and only if T < 1, and the equilibrium vector is
given as

—
=171, (1)
c
where ?(L7 1) is the vector of Bonacich centralities of L
with parameter T, and is expressed for non-negative L as
- ’7 -17 Yk kT
b(L,=)=[I-1L"" 1 = —)*L" 1. 2
@)= T=30) 2)

C
k=0

Theorem Intuition: The intuition for the theorem is that
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user self-defense investments are proportional to his network
position as measured by the Bonacich centrality. The users
who invest the most are ones who benefit the most from feed-
back loops of network complementarities. Thus, it makes
perfect sense for a cyber-insurer to allocate fines/rebates on
fair premiums based on user location in a communication
network, in turn justifying our mechanism. When 1 > 1,
the network spillovers are so big that there exists no Nash
equilibrium because users would always want to invest more.
One way to see this is that the investment game is a super-
modular game so the best response mapping converges to
the lowest Nash equilibrium when the mapping starts from
the lowest action. When T > 1, this dynamic is explosive
enough for no equilibrium to exist.

The Bonacich centrality is closely related to the eigenvec-
tor centrality. We now formally define eigenvector centrality
and show (as an extension to a theorem in [5]) via Theorem
2 that that Bonacich centrality converges to the eigenvector
centrality when network feedback loops become large. We
omit the proof of the theorem due to lack of space.
Definition 2. For a given non-negative path-connected ma-
trix L, the eigenvector centrality ¢ (L) is the unique right
column eigenvector of L with non-negative entries, and sum-
ming to 1. Uniqueness of the eigenvector follows from the
Perron-Frobenius theory of non-negative matrices [9]. The
individual centrality of each node is e;(L).

Theorem 2. Given a non-negative, path-connected’, and
aperiodic matriz L having largest eigenvalue of magnitude
m, we have

—

. V(L)
llmgﬂmflm = e (D), 3)

(3
~—

where B(L, 2) is the sum of the entries in ?(L, ).

Theorem Intuition. Bonacich centrality of user i is com-
puted by starting with a baseline centrality of 1 (corresponds
to the linear own-effort term in our investment game), and
sums all walks® starting at ¢, with walks of length k getting
weight (2)*. The eigenvector centrality measures relative
node importance by giving equal weights to all walks start-
ing at i. The higher the value of 2, greater is the impor-
tance of long walks for Bonacich centrality. In the limit, the
baseline effect and the short-distance walks are completely
insignificant. Thus, when the network feedback becomes
large, the ratio of the Bonacich centralities converge to the
ratio of eigenvector centralities. In view of the result in
Theorem 2, we infer that the connotations of the Nash equi-
librium in Theorem 1 in regard to appropriately allocating
fines/rebates to network users, exactly hold (in the limiting
cases) when we consider the eigenvector centrality measure
instead of the Bonacich centrality measure.

An interesting corollary of Theorem 2 is related to the
investment share of a subset S of users in a communication
network, when there are high investment spillovers. We de-
fine the investment share of a subset S of network users as

Zi eS qu (4)
SienTit
7A path is a walk whose nodes are distinct.

8A walk in L [6] is a sequence of nodes i1, ...i k not necessar-
ily distinct such that l;, i, , > 0 for each ke{1,..., K — 1}.

The length of a walk is K and its weight is Hf:llikikﬂ.

AR
ISS(L7 C) -

where ﬁ is the Nash equilibrium investment vector of users
according to Theorem 1. We now state the corollary.

Corollary 1. Given L as being path-connected and aperi-
odic, the investment share of a subset S of network users
approaches the eigenvector centrality of S with respect to L,

as T approaches 1 in the limit, i.e.,

lim~_,1Ss(L, g) = 2(L). (5)

4. CONCLUSION

In this paper, we proposed a mechanism that accounts
for (i) the positive network externalities due to user self-
defense investments, and (ii) user location in a communica-
tion network, in guiding a cyber-insurer to allocate appro-
priate fines/rebates on insurance premiums to its clients.
We showed (via a game-theoretic analysis) that optimal fine
(rebates) per user should be allocated in proportion to the
Bonacich or eigenvector centrality value of the user.

The methodology in this paper is also applicable in the
case when a cyber-insurer needs to provide proportional
benefits to their clients for taking certain security related
actions that generates positive effects in a network. For ex-
ample, several phone companies nowadays are coming up
with secure mobile OSs. These companies can tie up in a
business venture with ISP insurance agencies like Deutsch
Telekom or AT&T, who have complete topological informa-
tion of their network. The ISP might proportionally reward
a client (based on his centrality measure) adopting a secure
OS by a certain phone company (by modulating their pre-
miums), and in return get business commissions from the
phone company for enabling its OS to become more popu-
lar.
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